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Assuring sustainable business success – 
even in times of crisis

As an entrepreneur you face major challenges on a daily basis. You 
have to make decisions, draw up budgets, handle business transactions, 
respond swiftly to clients‘ individual needs and secure the welfare of your 
employees. This is fine as long as nothing unexpected occurs – but in case 
something does, it is essential to be well prepared for a broad variety of 
crisis situations.  

Conflicts in politically unstable regions of the world harbour risks for 
the international exchange of goods, as well as for Switzerland‘s 
ongoing supply of production resources. Dependencies on information 
and communication technology and on transport logistics are making 
the economy increasingly vulnerable. And these developments could 
have negative consequences for your company, too: for example, if 
transport routes are blocked, phone networks are interrupted or your 
suppliers‘ warehouses are empty. 

The Federal Office for National Economic Supply (FONES) identifies and 
analyses threats to supply assurance on an ongoing basis, and develops 
strategies and instruments to support the economy in times of crisis. 

The aim behind this brochure is to sensitise you to various aspects of 
business continuity management. How does your company deal with 
risks and threats? Who is responsible for these tasks? Have you defined 
the necessary processes? This publication contains numerous ideas and 
proposals, although of course I share the hope with you that we will 
face as few crises as possible in our country.

Johann N. Schneider-Ammann
Head of the Federal Department of Economic Affairs FDEA
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 Be prepared!
What happens in your company if there is a power cut, or if IT, tele-
communications or transport logistics are interrupted, or your supplier is 
suddenly no longer able to deliver the goods you need? Accidents, natural 
disasters and political conflicts can result in enormous losses for companies, 
especially if they have not taken appropriate precautions.

The Swiss government supports the economy in times of severe crisis, so 
that companies can continue to perform their supply function. However, 
it is the responsibility of each company to protect itself against risks and 
interruptions to supply by operating a system of business continuity 
management.
 
The Federal Office for National Economic Supply (FONES) has produced 
this brochure with the aim of helping companies identify risks and take the 
necessary precautions. In cooperation with trade and industry associations 
and other involved authorities, the FONES wants to encourage you to reflect 
on how your company protects itself against risks and deals with crises and 
disasters. However, the ideas and suggestions contained in this brochure 
cannot of course substitute your own efforts. 

The mandate of the 
National Economic Supply (NES)

The National Economic Supply (NES) supports the economy when the latter 
is no longer able to perform its supply function itself. For this purpose the 
NES is already defining state measures in close cooperation with the private 
sector, trade and industry associations and various related authorities.

In the view of the NES, the principles of business continuity management 
are essential for enhancing companies’ resilience when dealing with crises 
and disasters. 
 

The commitment of trade and industry associations

Trade and industry associations also have an interest in a strong economy that 
is able to deal effectively with crises. They welcome the efforts of their members 
to protect themselves by developing a business continuity management system, 
and they support this brochure.   

Swiss Aluminium Association www.alu.ch 
Swiss Foundry Association www.giesserei-verband.ch 
GS1 Switzerland www.gs1.ch
Swiss Trade www.vsig.ch
Swiss Employers‘ Association www.arbeitgeber.ch
Swiss Trade and Industry Association www.sgv-usam.ch
Swiss Telecommunications Association www.asut.ch
Swiss Packaging Association www.svi-verpackung.ch
Swiss Shippers‘ Council www.swiss-shippers.ch
Association of Swiss Mechanical and Electrical Engineering Industries www.swissmem.ch 
Swiss Business Federation www.economiesuisse.ch
Swiss Association of Electricity Companies www.strom.ch
Association of Swiss Shipping and Logistics Companies www.spedlogswiss.ch

BCMnet.CH – The BCI Swiss Chapter www.bcmnet.ch

Four steps towards greater security

Crises and disasters tend to occur without warning, whereas it is possible to 
plan in advance how business activity is to be maintained in an emergency. 
Business continuity management (BCM) is an instrument that helps you 
define measures for taking swift action in the event of an interruption to 
business processes.

It enables companies to maintain their business activities even during inter-
ruptions and times of crisis. You can prepare your company by taking four 
steps: 
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To recap, here are the main points to bear in mind when creating 
a business continuity management system:

 Analyse your business processes
 Specify the maximum tolerable time of interruptions
 Define the required resources for your business processes
 Prepare an action plan and review your BCM system on a periodical basis  

1. Analyse business processes. Here the aim is to identify critical business 
 processes, the interruption of which would result in significant losses, 
 and specify the maximum length of time these processes can remain 
 interrupted.
2. Define protection targets. Here the aim is to define the business activities 
 and processes that have to be protected, and specify the associated 
 priorities.
3. Define measures. Here the aim is to define measures (i.e. a business 
 continuity plan) to be taken in the event of an interruption to critical 
 business processes and resources (e.g. due to loss of power supply, failure 
 of systems and information technology, absence of personnel, closure of 
 production sites), in order to restrict the severity and duration of the 
 interruption.   
4. Verify measures. Here the aim is to verify the effectiveness of the defined 
 measures, for example by carrying out special exercises. 
 
These steps should be periodically repeated (e.g. once a year) and adapted 
to changing risks. The investment this represents is well worth it: compa-
nies that have a business continuity management system are better pre-
pared to deal with threats and risks. And business continuity management 

is also highly beneficial during normal business activity. It puts you in a 
position to maintain an overview of all the most important business pro-
cesses and resources so that you can react quickly and flexibly to changes 
on the market.   

Further information about business continuity 
management 

The British Standards Institution (BSI)

BSI is an independent group of service providers that is active throughout 
the world. It develops standards and regulations, and tests and certifies 
products and services. It is the developer of a business continuity manage-
ment standard (BS 25999) which helps companies define their BCM system.
Visit the BSI web site (www.bsigroup.com) for more detailed information 
about BS 25999.  

Business Continuity Institute (BCI)

BCI is an independent non-commercial organisation that is active throug-
hout the world. Its main tasks are to sensitise companies and public insti-
tutions to business continuity management and to promote its principles.
Visit the BCI web site (www.thebci.org) for more detailed information.

German Federal Office for Information Security

This is a German government institution that deals with issues relating to 
IT security. It examines security risks associated with the use of information 
technology, and develops preventive security measures. Its 100-4 standard 
presents a methodology for creating and maintaining a BCM system. 
Visit the web site: www.bsi.bund.de



 Power supply shortages 
 and blackouts    
If water levels in rivers and reservoirs fall below a certain level, this means 
that less electricity can be produced. If there is insufficient river water or 
the water is too warm, nuclear power plants cannot be adequately cooled 
and therefore have to curtail production. And if there are also shortfalls in 
electricity imports, this can lead to shortages in the power supply.

In addition to lengthy supply shortages, blackouts can occur due to 
damage to the grid infrastructure, overloads or technical faults, and thus 
can result in severe losses for your company.    
 

What can you do?

Take suitable precautions to prevent losses in the event of a blackout 
or power shortage. Measures should concern not only production 
processes, but also communication equipment, financial transactions, fuel 
supply, heating, lighting, water supply, sewage disposal, etc. Be prepared 
for all possible scenarios.   

	 Specify those systems which have to be kept operational at all times.   
	 It is worthwhile installing an uninterruptible power supply device to 

 bridge short-term interruptions so that IT systems, lighting and security 
 equipment can continue to function.  

In spring 2011, earthquakes, a tsunami and production losses due to damage to 
the Fukushima nuclear reactors resulted in a power shortage in Japan, with supply 
shortfalls of up to 20 percent. Although companies and the population complied 
with the government‘s calls to reduce consumption, in some regions the power 
supply frequently had to be switched off for several hours a day.   
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	 Install an emergency power supply (generator). Uninterrupted operation 
 of IT systems and lighting is essential in order to maintain security in your 
 company in the event of a power cut. Remember that in such a situation 
 you will have to depend completely on the emergency generators you 
 have installed.

	 Be sure to keep an adequate reserve supply of fuel (e.g. diesel).  
 
In the event of rolling blackouts (intentionally engineered electrical power 
outages):

 Plan your business hours to coincide with the announced power 
 outages.
 Ask your electricity provider about the options for power supply 

 allocations for large-scale consumers instead of power outages, and 
 about the applicable technical requirements.

What can the government do?    

In the event of a power shortage, the federal government will do every-
thing it can to increase the supply of electricity and reduce demand (e.g. by 
imposing consumption restrictions), and it will only consider switching off 
the power supply as a last resort. Its range of potential measures includes:

	 Appealing to consumers to save electricity. 
	 Restricting or banning the use of electricity, e.g. for neon signs, 

 air-conditioning systems and public sports facilities.
	 Supply allocations: here, consumers undertake to save a specified 

 percentage of electricity.  
	 Switching off the power supply at intervals announced in advance 

 (rolling black outs).
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In 2010, a provider‘s nation-wide mobile data network failed for several hours, 
and this particularly hurt companies whose business activities depend on inter-
ruption-free and mobile Internet access – for example, Swiss Federal Railways. 
Throughout the entire day in question, online ticket sales and information services 
were completely blocked, as were payments by credit card.  

What can the government and 
business associations do?

Together with business associations and companies, National Economic 
Supply analyses the risks and degree of vulnerability of critical telecom-
munications infrastructure, and is an advocate of robust and reliable 
telecommunications networks:

	 Agreement between telecommunications providers: major system-
 relevant providers of telecommunications services have agreed among 
 themselves to work together and help one another in crisis situations. 

	 Furthermore, as an additional recommendation the telecommunications 
 sector has drawn up a business continuity management agreement. 

	 Bernradio (see below) is an alternative telecommunications solution via 
 short-wave and satellite. 

	 The federal government recommends compliance with the guidelines 
 of the Federal Office of Communications on the security and availability 
 of telecommunications infrastructure and services (ISO 27001, OFCOM).

Bernradio
Bernradio is a short-wave station that is integrated into a global network of 
maritime radio stations. This means that both state and private users can gain 
access to neutral, inexpensive and world-wide Internet services (e-mail) at any 
time, and especially in an emergency. Web site: www.bernradio.ch

 Interruption to 
 telecommunications  
Natural disasters, power cuts and power supply shortages, technical failures 
or human errors at telecommunications providers, and hacker attacks 
against telecommunications infrastructure can all lead to a total break-
down in communications. And this means that your business can become 
completely isolated.   

 

What can you do?
 
Here‘s how you can lessen the impacts of an interruption to telecommuni-
cations services for your company:

	 Fixed network: compare the offers of a variety of providers, not only in 
 terms of price, but also from the point of view of security and reliability. 
 Ask your provider to offer a package of services that is tailored to your 
 specific requirements. 

	 Mobile network: keep SIM cards from other providers in reserve so that 
 you can switch to another network in the event of an emergency.

	 Telecommunications equipment: where possible, distribute essential 
 equipment over several locations so that in the event of a network 
 failure you will be able to resort to an alternative solution.     

	 Other communications technologies: depending on your situation, the 
 use of short-wave or satellite technology (satellite phones) could be a 
 suitable option in an emergency. It‘s well worth enquiring about the 
 available options. 
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 Interruption to 
 transport services
Interruptions to transport services as the result of natural disasters, strikes, 
political tensions and armed conflicts, blocked power and fuel supplies, or 
failures of IT systems, normally occur unexpectedly, and it therefore pays 
to take suitable precautions.   

-

What can you do?

If transport services are interrupted, this can have far-reaching consequen-
ces for your company. For example, if manufacturers are unable to receive 
urgently required goods, they would have to halt production. Furthermore, 
interruptions to transport logistics services could mean that companies 
would not be able to export their products. It is therefore advisable to take 
precautionary measures to secure business continuity:   

 Distribute the acquisition risk: for important raw materials or semi-
 finished products, conclude agreements with several suppliers from 
 different countries. Ideally, they should use different transport routes. 
 Make sure you have suitable alternatives: conclude agreements with 

 several transport companies.
 Optimise stocks: hold larger stocks of key products so that your company 

 can continue to function if transport services should be interrupted. 

When the Eyjafjallajökull volcano in Iceland erupted in April 2010, a vast ash cloud 
was driven towards northern and central Europe which led to a severe disruption 
of air travel. The majority of airports in the affected region had to be partially or 
completely shut down for several days, and numerous passengers were unable 
to fly back home, which meant they were also unable to return to work. Further-
more, goods that were urgently required for manufacturing processes could not 
be delivered on time, and this resulted in falls in production for the companies 
concerned, for example in the automotive industry.

What can the government and 
business associations do?

Together with associations representing the transport industry, National 
Economic Supply periodically analyses potential risks and critical develop-
ments. It encourages contacts between shippers and carriers in order to 
facilitate the transport of essential goods when services are interrupted.  
 
Other potential measures include:

 Assistance with the formation of an organisation to support (cross-
 border) transport logistics services.
 Where necessary, release of fuels from compulsory stocks.
 Provision of means of transport, especially of tonnage in ocean-going 

 ships.
 The CTE (a federal government body for the coordination of transport in 

 the event of disasters and emergencies) coordinates the use of transport 
 infrastructure and facilities in emergency situations so that transport 
 services can continue to function.
 Swiss federal war transport insurance offers transport companies 

 insurance cover in cases in which private insurance providers temporarily 
 suspend cover, and for transport services that are essential for the natio-
 nal economic supply.

Swiss maritime fleet
The six shipping lines based in Switzerland operate one of the most modern maritime 
fleets in the world, which currently comprises around 35 merchant vessels. In the 
event of a supply crisis, these ships can be used for securing the national economic 
supply.
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What can the government and 
business associations do?

Together with business associations, representatives of the private sector 
and various authorities, National Economic Supply closely monitors critical 
developments. Here, measures may include:   

 Release of compulsory stocks (e.g. of fuels and combustibles).
 Export bans in order to prevent recyclable materials and semi-finished 

 products from leaving the country. 
 Support for cross-border transport logistics services.
 Support for companies in their efforts to develop or implement mutual 

 aid measures, for example with respect to imports of raw materials and 
 semi-finished products (pooling).

 Loss of major suppliers
There is a variety of reasons why companies may not be able to receive 
supplies. These range from natural disasters and political unrest or strikes, 
through to operational interruptions or loss of major suppliers.

What can you do?

If your company depends on critical suppliers, it is essential to cover the 
eventuality of supply shortages.

Potential measures include:

 Make sure you have suitable alternatives. Look for other suppliers of 
 raw materials and semi-finished products that you can turn to in an 
 emergency. 
 Keep adequate reserve stocks. Optimise your stocks of raw materials 

 and semi-finished products so that you can bridge supply shortfalls.  
 Make arrangements with other companies concerning ways in which 

 you can help one another and benefit from joint procurement options.    
 Conclude long-term supply agreements. In this way you may be given 

 priority in the event of supply difficulties.

A few years ago, an interruption of supplies of microchips forced a mobile phone 
manufacturer to halt production, which resulted in enormous financial losses. The 
company concerned had been buying its microchips from a single supplier in the 
USA, who was forced to suspend production for six months due to a factory fire. 
A rival firm also purchased its microchips from the same producer, but had taken 
the precaution of also working together with another manufacturer, who was able 
to supply the necessary microchips so that the rival firm was able to minimise 
production losses.
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 Interruption to the supply of    
 fuels and combustibles 
Oil can quickly become scarce if wars, conflicts or natural disasters occur 
in producing or transit countries, and supply shortages can also arise as the 
result of sanctions or boycotts. In Switzerland, the supply of oil can become 
restricted if, for example, strikes occur in the ports of Marseilles or Genoa, 
or if refineries have to be shut down.
  
If countries that supply gas reduce the contractually agreed quantities, 
whether for political reasons, due to problems with the pipeline network 
or because they need more gas for their own consumption, this, too, can 
lead to supply shortages.

What can you do?

Your company, too, could be affected by interruptions to the supply of 
heating oil and gas for use as process heat or heating fuel. It may be 
advisable for you to install a dual-fuel system that can be switched from 
gas to heating oil (or vice versa) at any time. You would then no longer 
be dependent on a single energy source, and could also benefit from any 
decision that may be taken to release compulsory stocks of heating oil 
for dual-fuel systems.    

As a consequence of the strikes in France in October and November 2010, the supply 
of fuels and oil products to Geneva via the respective pipelines was periodically 
interrupted, and it was therefore no longer possible to supply Geneva Airport with 
the necessary quantity of aviation fuel. Thanks to the release of aviation gasoline 
from the compulsory stocks, however, it was possible to compensate for the supply 
shortfall and thus prevent an interruption to flight operations.  

What can the government do?  

In the event of a shortage of oil products, the federal government will take 
measures to secure the national supply for up to six months.   

Measures on the part of National Economic Supply include:  

 Release of compulsory stocks (petrol, heating oil, diesel, aviation fuel).

In the event of a gas supply shortage, major consumers equipped with a 
dual-fuel system can switch to heating oil and thus offset a supply shortage 
of up to 40 percent of the national level of gas consumption. In the case of 
single-fuel systems, consumption restrictions only have to be anticipated in 
the event of major sustained supply crises.
  
Potential measures on the part of National Economic Supply include: 

 Ordering companies equipped with dual-fuel systems to switch from 
 gas to oil.
 Release of compulsory oil stocks for dual-fuel systems.
 Recommendations to cut consumption, for example by lowering 

 the settings for room temperatures. 

Compulsory stocks
Essential goods that could become scarce in the event of a crisis have to be stock-
piled. This applies in particular to foodstuffs, fuels and medicaments. Companies 
are obliged by law to stockpile certain goods. The federal government monitors 
compulsory stocks and facilitates their financing, notably by providing guarantees 
for bank loans. Releasing compulsory stocks in the event of a crisis ensures that the 
market can be supplied with essential goods.
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Absence of employees  
Experts warn us that, in the event of a pandemic, up to 25 percent of the 
population could fall ill, and as a result, up to 40 percent of a company‘s 
workforce might have to stay away from work due to sickness and the 
need to provide care to others. This could give rise to a major interruption 
of business operations.

Because of the high degree of mobility we enjoy today, infectious diseases can 
spread like wildfire. Doctors first identified the H1N1 virus in Mexico in April 2009, 
and within the space of just a few weeks it had been detected in all parts of the 
world. The sickness triggered by the virus was relatively mild and thus did not cause 
widespread absence from work. But if a pandemic should give rise to serious illness, 
the consequences in terms of absence of employees could be drastic.

 Create options for people to work from home: ensure that employees 
 are able to work from home if necessary. In this way you can prevent 
 them from becoming infected and also give them an opportunity to take 
 care of members of their family who have fallen ill.  
 Train employees for a wide range of activities: organise your processes so 

 that employees can take on other duties in times of need. In this way 
 you can ensure that critical production processes are not interrupted. 
 Ask your canton for information about other measures in its pandemic 

 plan. 

What can the government do?    

The federal government is responsible for making preparations for dealing 
with pandemics. For this purpose it has developed a variety of preventive 
measures and actions, and distributes detailed information: 

 Swiss influenza pandemic plan (Federal Office of Public Health, FOPH): 
 www.bag.admin.ch/influenza.  
 FOPH fact sheet on hygiene.
 Preparing for a pandemic: a handbook for companies (FOPH and State 

 Secretariat for Economic Affairs, SECO).  
 FAQs about how companies respond to pandemics: questions and 

 answers relating to the rights of employees during a pandemic (SECO). 

The federal government also secures the supply of the necessary goods by 
requiring compulsory stocks of:

 Neuraminidase inhibitors (e.g. Tamiflu®) and antibiotics.  
 Masks and gloves for healthcare employees.
 Polyethylene for the production of bottles for disinfectants.

The Swiss military pharmacy also keeps reserve supplies of medicaments 
and vaccines.

What can you do?

Take measures to protect your employees:  

 Prevent the spread of the disease: keep an adequate supply of masks 
 and disinfectants to protect your employees against infection.  
 Offset the losses in working time: in special circumstances, companies 

 can extend working hours or suspend holidays.  
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We‘d like to hear from you! 
The Federal Office for National Economic Supply will be pleased to receive 
your suggestions and feedback. Simply send us an e-mail: info@bwl.admin.ch

For further information, please visit our web site: www.bwl.admin.ch (which 
is also available in English).  

Published by 

Federal Department of Economic Affairs FDEA 
Federal Office for National Economic Supply FONES
Belpstrasse 53, 3003 Bern
info @bwl.admin.ch
www.bwl.admin.ch

The publication of this brochure has been supported by a broad range of 
trade and industry associations.  

Schweizerischer Verband der Telekommunikation
Association Suisse des Télécommunications

Swiss Telecommunications Association
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